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Cloud Breach Tactics

Enumeration to Initial Access
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Why did we come up with this workshop?



What Are We Going To Cover?

Basics of Cloud dWsS D A

ReCOn Enumerate Cloud Footprint + Public Resources +
Exposed Secrets

Pwn Target!

S
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Timeline

10:15 - 10:55 - Intro to Cloud Security

11:20 - 12:45 - Enumerating Cloud Footprint & Public Resource Discovery

2:00 - 410 - Exposed Secrets & From Discovery to Access



Before we begin

e Do NOT enumerate and attack websites without authorization

e We will use zomato.com for few examples. Zomato has public bug
bounty program at https://hackerone.com/eternal

e Q&A at end of each session

e Setup Terraform - tiny.cc/vulncon


http://zomato.com
https://hackerone.com/eternal

Let’s Talk “Cloud”



Cloud Providers Are Convenience Providers

Let's assume you want to run your web app on your own server
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Cloud Providers Are Convenience Providers

O Cloud providers take care of these!
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Cloud Service Models

Cloud provides different types
of services

(@)

o O O O

Infra as a Service (laaS)
Platform as a Service (PaaS)
Container as a Service (CaaS)
Function as a Service (FaaS)

Software as a Service (SaaS) -

*Al services mostly fall here
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Comparison of Cloud Computing Models



Cloud Attack Surface

e The security boundaries of laaS/PaaS/SaaS/etc are often blurred

e Cloud providers makes it easy for users to integrate these services



Cloud Attack Surface

e The security boundaries of laaS/PaaS/SaaS/etc are often blurred

e Cloud providers makes it easy for users to integrate these services

e Cloud Attack Surface - all the ways an attacker can get into your
environment

(@)

o O O O O

Managed databases that have default passwords/insecure configurations
Long lived credentials that can be accessed anywhere from internet
Functions having access to resources inside private network

SaasS services allowing user anonymous sign up

User created resources not following security practices

Susceptible to DDoS



Cloud Attack Surface In Real World
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Cloud Market Share (Q4 2024)

Amazon and Microsoft Stay
Ahead in Global Cloud Market

Worldwide market share of leading cloud infrastructure
service providers in Q4 2024"
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* Includes platform as a service (PaaS) and infrastructure as a service (laaS)
as well as hosted private cloud services

Source: Synergy Research Group
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AWS Account Overview

e Every AWS account has 12 digit Account ID

e Root user account is the most powerful user
e Root credential compromise = Game Over!

e Root user must have MFA & must not have programmatic access key (but
you'll still be surprised to find it)



Any Questions?



Enumerating Cloud Footprint



Look at DNS Records

e Nameserver - dig NS example.com
e MX Records - dig MX example.com

e TXT Records -dig TXT example.com



Example: Zomato.com

;3 ANSWER SECTION:

zomato.com. 900
zomato.com. 900
zomato.com. 900

Ann

zomato'zomato.com. 59
zomato.com. 59
.uerzomato.com. 59
zomato.com. 59
zomato.com. 59
zomato.com. 59
zomato.com. 59
zomato.com. 59
zomato.com. 59
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zomato.com. 59
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.com include:transmail.net
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ns—-290.awsdns-36.com.
ns-671.awsdns-19.net.
ns-1286.awsdns-32.0rg.

"jamf-site-verification=e_tZjI-GTGFDVNgEUzLKjQ"
""zoho-verification=zb78844917.zmverify.zoho.com"
"amazonses:3ufcI9pD6ZqyPNibcDPmMG70sgJIGLO96bhztrMO7aetY="
"adobe-sign-verification=6a09126310927f379735c2b7d09e1928"
"mongodb-site-verification=pStQEfLyugXcvxeCLWbclfznUKZ1kxE9"
"facebook-domain-verification=1ruwbljydxmw9hzmlk113fslew576w"
"twilio—-domain-verification=35e81b8100d53ee70ce9f5c2d7f17078"
"new-relic-domain-verification=f46254d748a3482685d5f42e31380261"
"new-relic-domain-verification=fd1f55add7e34b85b7139aeda73273f1"
"perplexity—-ai-domain-verification-vkr3h@=2IYZpIgcdW65jjcvsMAF8E88U"
"slack-domain-verification=KalvLHjMZv47X3wXx1VwOWSAeRIQ4XEMDZMTtDBR"
""google-site-verification=6DiggAJt4gMxLocEMB0Oxq8VDISdn9bxLsFqDkpXX4hI"
"google-site-verification=Sp13-UHI3mhI_6mGbZ72rjIBjVcpdal-IKwdmEfMHN4"
"atlassian—-domain-verification=1iJ/zffeNyj/cdw9nnzBhgAewaQ8jbKCdZ6MhkaED50CmIIN]jnnE2d4M
"atlassian-domain-verification=xklsbtz9KG90VSRfeHaelL+vc+9DRfFAqQj3u+VN31tRUucHQyL40Q0Iwr
"figma-domain-verification=8e670da40fe@ead528359492b3b4605d50a9e15bdbec7c98e78c36e63fbf|
"v=spfl include:_spf.google.com include:helpscoutemail.com include:_spf.salesforce.com

"0SSRH-79203"
"MS=ms61350724"
"1pnjjb976t7ibv64fgrj493rru"
"48sfdvgdff4d@2p5icen6damkm"



Subdomain Enumeration

e Subdomains can give more information

e CNAME records

o cloudfront.net, azurewebsites.net, etc

e Naming pattern

o dey, stag, prod
o us-east-1,

e Subfinder - subfinder -d example.com -active


http://cloudfront.net
http://azurewebsites.net

Example: Mozilla.com

blogs.mozilla.com

phx—auth.services.mozilla.com

interns.mozilla.com

sync-765-T i sync.services.mozilla. com

sync-788-us-west-2.sync.services.mozilla.com

jobs.mozilla.com

enterprise-help.mozilla.com

guest-nat.fwl.untrust.tplog.mozilla.com
mitmdetection-in-gcp-test-1.services.mozilla.com
ns.mozilla.com

balrog-aus4-admin.[fEM. services.mozilla.com
sync-76-us-west-2.sync.service -

versioncheck.stage.mozaws.net
autoconnect-green.dev.®iZaws.net
services—-cdn.prod.mozaws.net
productdetails-testing.dev,mozaws.net
relengdocs-staging.stage&€iizZaws.net
firstlook.stage.mozaws.net
testrail.stage.mozaws.net
shavar.prod®&iiZaws.net
bucketlister-delivery.stage.mozaws.net
olympia.dev.mozaws.net

camera-nat.fwl.untrust.torl.mo
infobloxl.private.mdc2.mozilla
merinopy.services.mozilla.com




Demo 1- Subdomain Enumeration

Do a passive enumeration of zomato.com and cloudsecurity.club



http://zomato.com
http://cloudsecurity.club

ProTip: Project Discovery

What do you want to discover?

Advanced exposure and vulnerability management from an attacker's perspective

Q

https://cloud.projectdiscovery.io




Subdomain Bruteforce

e Bruteforce to detect more subdomains
e Use naming patterns found in passive enumeration

e ShuffleDNS - shuffledns -d hackerone.com -w wordlist.txt -r
resolvers.txt -mode bruteforce



Shodan / Censys / Fofa.info

Q Hosts v e dns.names:*.olacabs.com

2 google-analytics

e Search engines for
. © More L 23.7.60.9 (a23-7-60-9.deploy.static.akamaitechnologies.com)
e X p O S e d S e rV I C e S Autonomous System: :lf:m?ia = I:K/:MAIAAS (16625) Georgla, United States

46 AMAZON-02

80/HTTP 443/HTTP
. . 9 AKAMAI-ASN1
. H e | p S I d e ntlfy I P S th at z égérAl_AS CJ 13.228.230.9 (ec2-13-228-230-9.ap-southeast-1.compute.amazonaws.com)
1 CTRLS-AS-IN CtrlS AMAZON-02 (16509) Singapore

correlate or belong to Biles s
target domain

"olacabs.com"

e Find regions in use and
sometimes exposed oo ipac/54.255.114.180 = .
databases & non-standard Son

¢
-

>
orts
p o Organization:
\ s

2025-06-10

7 @




Job Descriptions & Engineering Blog Posts

Search for Cloud, Backend and Data Engineer Jobs

TEOTC, WV, OUT OST T

Experience building & supporting AWS infrastructure (VPC, IAM, EC2, ECS, EKS, LBs,
ELK, EBS, EFS, ELB, AWS Native CI/CD Services, S3)

Certifications: ITIL, DevOps, AWS, Azure, Agile

Experience with Infrastructure as Code (e.g., CloudFormation, Terraform, or other tools)
and Configuration Management (e.g., Chef, Puppet, Salt, Ansible).

Experience in cloud security concepts (e.g., firewall, proxy, key management, IAM,
certificate management)

Experience with scripting languages (e.g., Shell, Bash, Python)

Experience designing and building applications using container and serverless
technologies with a focus on Kubernetes

Experience with monitoring tools like Datadog, Kibana, Dynatrac
Strong Infrastructure acumen, including cross-domain knowledge, preferably within a
systems administration role.

What Success Looks Like In This Role

Proficient in AWS Services like Datalake, AWS Glue, S3, Stepfunctions, CodePipeline,
Quicksight, Redshift, Athena, EC2, EBS, Route 53, SNS, Cloud Formation, Cloud Front,
Cloud watch, IAM etc.,

Setting up monitoring, troubleshooting infrastructure components hosted in various cloud
environments and Services primarily on AWS.

Experience in creating laaC deployment pipelines.

Experience in laaC using AWS CloudFormation and Terraform

Automation of various processes and tasks using configuration management tools like
Ansible, Chef, Puppet, etc.

Provide required level of support to customers and respond on reported issues within the

agreed SLA s and act as a shi I i of support.
Installing, configuring, and maintaining Test/Dev/Prod environmentsjat on-premises and
on Cloud (AWS EC2)

Solution, Configuration and implementation of PaaS solutions on AWS / Azure
Responsible for Day-to-day operations - Incident, Service request and Change




Any Questions?



Public Resource Discovery



Public VMs

e Still the most common attack pathway.

e Developers misconfigures and/or take shortcuts to make them public

e With time they become shadows IT, easy targets of hackers.

e Common ports:
o 80 (HTTP), 443 (HTTPS)
o 22 (SSH), and 21 (FTP)
o 3389 (RDP) and 53 (DNS)



Enumerating public VMs

e subfinder -d cloudsecurity.club
e nmap -Pn bastion.cloudsecurity.club

e Use hydra to bruteforce password - hydra -1 <username> -P
<password-1list> ssh://bastion.cloudsecurity.club



Public Buckets

e Buckets are storage repos for any type of data

e Every cloud provider supports storage buckets

o Amazon S3
o GCP Cloud Storage
o Azure Blob Storage

e Public buckets are a major cause of data breaches

Yet Another Toyota Cloud Data Breach Jeopardizes

Thousands of Customers McGraw Hill's S3 buckets exposed 100,000
The newly found misconfigured cloud services are discovered just two weeks after an initial data 4 studentsl grades and personal info

came to light.

htor gets an F for security

Cloud Misconfig Exposes 3TB of Sensitive Airport Data in

hLyons Tue 20 Dec 2022  03:30 UTC

Amazon S3 Bucket: 'Lives at Stake'

The unsecured server exposed more than 1.5 million files, including airport worker ID photos and other PII, highlighting
the ongoing cloud-security challenges worldwide.




Enumerating Buckets

e cloud enum - checks for existence of buckets (and other resources)
across different cloud providers

Overview

Multi-cloud OSINT tool. Enumerate public resources in AWS, Azure, and Google Cloud.
Currently enumerates the following:
Amazon Web Services:

e Open / Protected S3 Buckets
o awsapps (WorkMail, WorkDocs, Connect, etc.)

Microsoft Azure:

o Storage Accounts

* Open Blob Storage Containers
¢ Hosted Databases

¢ Virtual Machines

e Web Apps



https://github.com/initstring/cloud_enum

Demo 2 - Bucket Bruteforce

The admins of cloudsecurity.club have an exposed AWS S3 bucket. Find it!



AWS Account ID - The best piece of the puzzle

e Every AWS resource is associated with an account ID
e Looks like 123456789012

e Ways to detect account IDs:

o Access keys (even without the secret key)
o Public S3 bucket object
o GitHub repos, Documentation, etc

e You can enumerate more exposed resources using it
o Database snapshots
o EBS disk snapshots
o VM Images (AMls)



What you can do with AWS Account IDs

Correl ating
Canary Tokens

GitHub Repos

[ ar*rglmt}ng
Resources

Public ECR
Images

Enumerating
IAM Users

Enumgf‘\t:ns
AWS Services

Enumerating
Extemal Vendors

Enumerating
IAM Roles

Leaked/Revoked
Credentials

Cognito Identity
Credentials

Public & Prvatex
S3 Buckets

Enumerating
Public Resources

—_— RDS Public
\\ Snapshols

Neptune Public
Snapshots

Application

Reposits
seomey DocumertDB

Snapshots




ProTip: awseye.com

@ Account 144182107116

Get a free comprehensive security scan
from Plerion

Owner guesses: aws - GuardDuty Announcements
Alias: Unknown

Added at: 2024-10-06T05:36:58Z

Displaying up to 100 results. For more, email us at data@awseye.com

STATUS TYPE > SHORT NAME
AWS:IAM::Role AWSServiceRoleForAmazonGuardDuty
AWS:IAM::Role AWSServiceRoleForSupport
AWS::IAM::Role AWSServiceRoleForTrustedAdvisor

AWS::IAM::Role Admin
AWS:IAM::Role AWSServiceRoleForConfig

AWS::IAM::Role ReadOnly

® © © © © © O

AWS::IAM::User root

ARN
arn:aws:iam::144182107116:role/aws-service-role/guardduty.amazonaws.com/AWSServiceRoleForAmazonGuardDuty

arn:aws:ial

::144182107116:role/aws-service-role/support.amazonaws.com/AWSServiceRoleForSupport

arn:aws:iam::144182107116:role/aws-service-role/tr dadvi com/AWSServiceRoleForTrustedAdvisor

arn:aws:iam::144182107116:role/Admin

arn:aws:iam::144182107116:role/aws-service-role/config.amazonaws.com/AWSServiceRoleForConfig
arn:aws:iam::144182107116:role/ReadOnly

arn:aws:iam::144182107116:root

ADDED AT

2024-10-06T05:38:04Z

2024-10-06T05:38:21Z

2024-10-06T05:38:24Z

2024-10-06T05:37:04Z

2024-10-06T05:37:48Z

2024-10-06T05:37:22Z

2024-10-06T05:36:59Z

ADDED SOURCE

Recon

Recon

Recon

Recon

Recon

Recon

Recon

EXPOSED

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

LOCATION

null

null

null

null

null

null

null



Demo 3 - Find exposed AMI

The devops team of cloudsecurity.club exposed an AMI publicly last week
for migration and forgot to revert that change back. Can you find the account
AMI.

The Account ID of cloudsecurity.club AWS account is: 593793030857


http://cloudsecurity.club

Any Questions?



Exposed Secrets
(and where to find them)



What have we learnt so far?

e Cloud Attack Surface

o Cloud Service Models - laaS, PaaS, Saas, etc

e Enumerating Cloud Footprint
o Passive Subdomain Enumeration using Subfinder
o Exposed service search engines - Shodan, Censys, etc

e Public Resource Discovery
o Enumerating public buckets using cloud_enum
o Enumerating AWS Account ID
o Enumerating exposed resources using AWS Account ID



Coding Platforms - GitHub

e GitHub has large number of leaked secrets

e Look atinteresting places
o GitHub Actions Logs
o GitHub Artifacts

e Note: Major cloud platforms try to disable/reduce privileges of leaked
credentials

Education giant Pearson hit by cyberattack exposing customer data

An exposed GitLab token

This statement comes after sources told BleepingComputer that threat actors compromised Pearson's
developer environment in January 2025 through an exposed GitLab Personal Access Token (PAT) found

in a public .git/config file.



Trufflehog

e Detects and verifies any secrets hardcoded in git repos, S3/GCS
buckets, etc

e (Can detect credentials of the following cloud platforms:
AWS

Azure

GCP

Others: DigitalOcean, Vultr, Heroku, etc

o O O O

e Usage:
o trufflehog github --org=0ORGNAME --results=verified
o trufflehog git https://github.com/ORG/REPO.git 1 1
I




Demo 4 - Trufflehog Entire Org

The admins of CloudSecurityClub are not securing their GitHub org repos.
See if you can find any secrets!



Mobile Apps & Website JS Files

export default {
. basename: '/',
"smtpSender" :"info@| defaultPath: /',
""'senderName" : "™ | A excelConfig: {
"smtpUser" :"AKIA' & . ] AUEERAENRS "0
usmtppassu ™ — - cmm — m dirName: 'Excel', /% optional */
* . ion: 'ap-south-1',
"smtpHost":"email-smtp.us—-east-2.amazonaws.com", R Lo
. T accessKeyId: 'AKIA
Smtpport = 587! secretAccessKey: I
"dbHost":"localhost", By
"dbUser":"root", videoConfig: {

"dbPass":"", bucke'(Name:‘I Uy
"dbData" '"Waitlist" dirName: 'Videos', /* optional x/
. ’ ; ' .
"recaptchaSiteKey":" Gt

p y 7 accessKeyId: 'AKIA
"recaptchaSecretKey" secretAccessKey: 'l

<string name="default_web_client_id"> /.apps.googleusercontent.com</string>
<string name="define_roundedimageview" />

<string name="donate">igB</string>

<string name="firebase_database_url">https://| .firebaseio.com</string>

<string name="gcm_defaultSenderId"> mme</string>

<string name="google_api_key">AIza </string>

<string name="google_app_id"> ] </string4

<string name="google_crash_reporting_api_key">AIza </string>

<string name="google_storage_bucket"> ff6.appspot.com</string>

<string name="key_account">account</string>




TruffieHog

TruffleHog

TruffleHog identifies over 800 different types of leaked credentials.
View the open-source code here: https://github.com/trufflesecurity/trufflehog

Configuration Options

TruffleHog Configurations
Customize whether TruffleHog verifies secrets, and does overlapping secret checks

Verify Secrets (--only-verified)

Allow Overlapping Verification (~allow-veriication-overiap)

TruffleHog Path: | /opt/homebrew/bin/trufflehog

Secret Type Redacted Secret

AWS AKIAQYLPMNSHHHFPZAM2

Location URLs

_key

Event log Allissues (34) ®

Pro Tip: Use TruffleHog Burp Suite Extension

Burp Configurations
Choose the Burp traffic to analyze.

Proxy Intruder Repeater Sequencer Spider Scanner Extender
SecretDetals  Request  Response
Verified: Yes

Secret Type: AWS
Decoder Type: PLAIN

Secret: AKIAQYLI M2:

Secret Redacted: AKIAQYLPMNSHHHFPZAM2
Resource Type: Access key

Message: This is an AWS canary token generated at canarytokens.org, and was not set
off; learn more here: https://trufflesecurity.com/canaries

Is Canary: true

uoiu

Am: arn: 31007 P
Account: 052310087262

Description: AWS (Amazon Web Services) is a comprehensive cloud computing
platform offering a wide range of on-demand services lie computing power, storage,
databases. API keys for AWS can have varying amount of access to these services
depending on the IAM policy attached.

@© Memory: 197.2MB



Container Registries

e Container Registries are treasure troves with lots of hardcoded secrets

e Public container registries

o DockerHub
o GHCR.io

o GCR.io

o Amazon ECR

Scanning Millions of Publicly Exposed Docker
Containers — Thousands of Secrets Leaked (Wave 5)

A redhuntresearcher & November 11, 2021



Any Questions?



From Discovery to Access



Validate AWS Access Keys

e Every |IAM Access Key is associated with IAM User

e To validate if access keys are valid:
o aws configure set aws_access_key_id YOUR_KEY
o aws configure set aws_secret_access_key YOUR_SECRET
o aws sts get-caller-identity



Permissions of AWS Access Keys

e Two Approaches

o Gentle: List IAM policies attached
o Harsh: Just bruteforce possible IAM action

e Gentle approach

o aws iam list-attached-user-policies
o aws iam list-user-policies

e Bruteforce approach
o pacu - https://github.com/RhinoSecurityl abs/pacu



https://github.com/RhinoSecurityLabs/pacu

Pacu

e Open-source AWS exploitation framework developed by Rhino Security
Labs

e Designed for offensive security testing and cloud penetration testing.
e \Written in Python with a modular architecture.

e Key Features
o Post-compromise tool —assumes valid AWS credentials.
o 80+ modules to enumerate, escalate privileges, and exploit misconfigurations.
o Supports session tracking and data persistence.



Demo: Discovery to Access using Pacu



Any Questions?



Conclusion



What we learnt so far?

e Cloud Attack Surface
e Enumerating Cloud Footprint
e Public Resource Discovery

e EXposed Secrets
o Scanning using Trufflehog
o Container Registries

e From Discovery to Access
o Validating AWS Access keys
o Discovery to access using Pacu



Is there a way to generalize cloud attack surface?
(across cloud providers)



Common Things Among Every Cloud Provider

10110
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Compute Storage Network Access Mgmt Encryption




Find the flag!

The DevOps team

https://qgithub.com/CloudSecurityClub



https://github.com/CloudSecurityClub

Resources

Cloud Security & CTF Writeups - cloudsecurity.club

Hacking The Cloud - hackingthe.cloud

awesome-sec-s3 - https://qithub.com/mxm0z/awesome-sec-s3
Awesome-CloudSec-Labs

Pwned Labs

Tl;dr sec



https://cloudsecurity.club
https://hackingthe.cloud
https://github.com/mxm0z/awesome-sec-s3
https://github.com/iknowjason/Awesome-CloudSec-Labs
https://pwnedlabs.io/
https://tldrsec.com/

