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What is CSPM?
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● Cloud Security Posture Management

● Continuously detect and remediate 

misconfigurations in cloud environments

● Automate visibility, continuous drift 

monitoring, threat detection and remediation 

are key features

● Provides basic CWPP, CDR, CIEM checks while 

supporting integration with their full-featured 

versions



Why CSPM?
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Effective CSPM 
Implementation
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Cloud Asset Discovery

Easy Customization

Define Hardening Baselines

Time Based Alert Snooze

Ingestion of asset data  is the 
prerequisite for effective CSPM 
implementation

Able to easily write custom 
controls/queries for the hardening 
baselines

Each cloud service needs to have a well 
defined prescriptive hardening baseline 
document for secure configurations

Alert rules for misconfigurations need to 
be snoozed only for the approved 
exception time period
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Effective CSPM 
Implementation
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Attack Surface Mapping

Single Pane of Glass

Compliance Assessment

Incident Response Support

Identify risk path based on the affected 
resource and its relationship to other 
entities

Effective analytical view to easily 
understand the security posture of multi 
cloud accounts

Map baselines against compliance 
framework to arrive at overall 
compliance score

Enable cloud incident response team to 
triage, quarantine and remediate
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Thank You!
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