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This presentation explores potential cloud 
weaknesses for educational purposes only; 

any exploitation of these weaknesses is 
STRONGLY DISCOURAGED, and the presenter 
assumes no responsibility for misuse of this 

information.



Scale your resources as per your need.
Just pay as you use.

- Every Cloud Provider

If You Are Made To

You MUST For What You Used



Denial Of Wallet
(Exhaustion of Wallet)



Serverless Platforms are infamous for DoW

Vercel Netlify



Pattern of Denial of Wallet Attacks

Your Cloud Bill > Your Financial Capacity = Bankrupt / Close account



Cloud Native Services Are (Kind of) Serverless

● Infra resource based pricing is replaced by “creative” pricing

● Charges based per requests and data transfer



Denial of Wallet Demo
Amazon S3



Attacking S3 Bucket

1 million requests to S3 bucket with 100 concurrent threads

20 mins, ~800 MB, $5 Charge to victim

VPS Providers - $5/mo = 1 TB bandwidth

Send more than 1 billion requests to cause bill $5000+ to victim

With Object Listing Enabled and Zero Objects



What if you don’t use those Cloud Native services?



What if your staging account credentials were 
leaked? 😱

With only full RDS permissions rds:* 😬
And you don’t use RDS service 

✅ Don’t worry about data exfiltration

✅ Don’t worry about privilege escalation

✅ Don’t worry about deleting critical databases or ransomware

🙃 But.. What if the attacker creates a database?



Costly Services, Subscriptions and Provisioning



Are You Vulnerable?

Have you exposed any auto-scalable cloud service / resource to the 
internet?

Is the price dependent on number of requests or data transfer?

What stops anyone with privileges from launching/subscribing to 
costly cloud services?



What’s the Remediation?

This bug class needs effort from both sides of “Shared 
Responsibility” model



Suggestions to Cloud Service Providers



Set Smaller Quotas & Increase Limit Gradually

● Set smaller default quotas

● Increase the quotas gradually

● Add some friction before expensive cloud actions
○ Email verification / Mandatory MFA before reserving 100,000 USD instance

Increase 
Limit

Friction

Cloud 
Service



DDoS Protection shouldn’t be costly

● Cost of launching DDoS << Cost of defending against DDoS

● DDoS protection should be a feature

● Make it easier to report if your cloud resources/IPs are involved in 
DDoS attack



Other great features for cloud customers

● Option to explicitly enable / disable services

● Faster billing anomaly detection at low cost

● Automated emails when systems hit limits of scaling



Suggestions to Cloud Customers



Check for the red flags 🚩🚩🚩
● Check all services you use/enabled in your cloud account with the 

DoW pattern
○ Auto Scaling
○ Priced per requests/data
○ Expensive actions (services, subscriptions, etc)

● Block access to services and actions that are not needed
○ AWS Org SCPs / GCP Org Policies / Azure Policies
○ Don’t grant access to it on IAM level

PREVENTIVE



Sample AWS SCP to Block Expensive Actions

https://hackingthe.cloud/aws/general-knowledge/block-expensive-actions-with-scps/

PREVENTIVE



Limit Exposure of Cloud Native Resources to 
Internet Users

Ex: S3 Buckets, Cloud Access Keys, API keys, etc

Cloud 
Resource 
(you don’t 

control)

Wrapper 
(custom API + 
WAF/others)

Internet

Uses: Cut down access, 
redirect, caching, 

ratelimit, etc

PREVENTIVE



Setup Monitoring & Billing Alerts

● Monitor your applications - API invocations, errors, throttles, etc

● Add incremental Billing Alerts for your cloud platforms

● Utilize features for “Anomaly Detection”

● Faster Detection == Lesser Damage

Source: https://docs.aws.amazon.com/lambda/latest/operatorguide/important-metrics.html

DETECTIVE & REACTIVE



Security Strategy To Defend Against DoW

● Enable Monitoring and incremental Billing Alerts

● Runbook: If there’s a DoW attack, make the resource 
inaccessible

● Check all services that might be vulnerable to DoW

● Disable/Restrict unwanted services

● Limit exposure of auto-scalable cloud native resources to 
internet
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Thank You
Any Questions?

Reach out at 
badshah@badshah.io

LinkedIn


